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We pride ourselves on leveraging decades of experience in private industry, national security and
government, especially in research and development to provide a systematic approach to support
organizational Insider Threat requirements. Our Team of experts are trained to design, implement and
maintain enterprise-wide Insider Threat programs, including policy development and oversight. Clients

include U.S. Department of Defense service components.

CORE COMPETENCIES IN INSIDER THREAT DEFENSE

Many of our methodologies to prevent, deter, detect and mitigate come from our strategic partnership
with Carnegie Mellon University's Software Engineering Institute (SEI) CERT Partner Network. Our core

competencies in Insider Threat defense include:
NISPOM 2 Insider Threat Program Development

@  We tailor our successful Insider Threat program template to assist organizations with the NISPOM 2
requirements. We also support and mature Insider Threat programs to implement repeatable and

robust countermeasures to threats.
Certified SEI CERT Insider Threat Vulnerability Assessments

@ Our Team's partnerships include Carnegie Mellon University's Software Engineering Institute (SEI)
CERT Insider Threat program. This partnership provides tested and proven methods like certified
Insider Threat Vulnerability Assessments (ITVA) in order to support an organization’s security
efforts. We specifically tailor our assessments to evaluate an established Insider Threat program,
identify critical assets, and provide recommendations to immediately increase a program’s maturity
and success.

Advanced Analytics Technical Controls

@  Our team provides customers with detailed recommendations on tested system analytics and
visualization tools to support system event and information management requirements. These

analytical technical controls provide an added layer of vigilance to support an organization’s anomaly

detection. C’ SANCORP
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CORE COMPETENCIES IN INSIDER THREAT DEFENSE (continued...)

Continuous Evaluation and Monitoring

@ In conjunction with technical system analytics controls, our Team of professionals work with
organizations to establish a framework for policy, procedures and employment of cohesive
continuous evaluation and monitoring program. Our expert recommendations include issues on

separation of duties, legal, behavior, triage, and responses.
System Integrity and Penetration Testing

@ In conjunction with our strategic partners in cyber activities, our Team supports testing of internal
technical controls to ensure monitoring mechanisms detect and identify anomalies within data

systems and physical access to critical areas.
Incident Response Plans

@ Our Team brings extensive experience in supporting the development of Insider Threat response
plans by integrating a decision response matrix. Proven methods include establishing a baseline
Decision Matrix to help an organization link senior management, essential personnel, and

organizational controls to provide an effective incident response.

@ Techniques include the evaluation of daily operations and business practices to identify vulnerabilities
that affect operational readiness and attract organizational liability from internal and external actors.
Areas of expertise include:

» Tailored organization Incident Response Plans
» Evaluation and rehearsal of existing plans
= Decision Matrix development and scenario training
=  Team/Red Cell testing/integration
* Training support
@ Training and Awareness
= Qurteam is experienced in assisting organizations in C-level staff training and awareness on
roles and responsibilities owed to critical operational employees and functions.

@ Behavioral Observations

= QOur Team coordinates and partners with identified behavioral specialists to assess and
support a tailored behavioral and operational risk management program. These tailored
solutions include: identifying high impact stress situations and remediation plans; critical
decision making; coaching; positive environment measures; and employee transition support
plans.

@  Physical Security Measures and Assessments

= Qur experienced Team provides robust technical and procedural physical security

consultation to support an organization’s Insider Threat Plan and security posture.
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